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Simply Secure is a 
nonprofit for security, 
privacy, ethics, people
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You don’t need to be a 
cryptographer to work 
in security



UNDERSTAND 
RISK TO  
USERS

DON’T 
LEAK  
DATA

LEAD  
THROUGH 

DESIGN

4



Your online 
behavior is 
monitored

Image: Kajart Studio’s Tor Browser explanation  
http://www.kajart.com/portfolio/tor-project-educational-animation-english/

Your online behavior is 
monitored
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http://www.kajart.com/portfolio/tor-project-educational-animation-english/


Combined with your 
offline activities, your 
behavior is tracked 

Image: Kajart Studio’s Tor Browser explanation  
http://www.kajart.com/portfolio/tor-project-educational-animation-english/
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Image: Kajart Studio’s Tor Browser explanation  
http://www.kajart.com/portfolio/tor-project-educational-animation-english/

Corporations and 
governments gather 
data about us 

7

http://www.kajart.com/portfolio/tor-project-educational-animation-english/


People give away 
personal data for the 
price of a coffee
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Participating in user 
research is also risky



Participants Bill of 
Rights & more 
resources on github/
simplysecure
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80 million people effected by the Anthem hack, 10s of millions of children  
http://www.nbcnews.com/business/personal-finance/millions-children-exposed-id-theft-through-anthem-breach-n308116

After a data breach, 
people have longer 
lifespans than companies
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https://www.schneier.com/blog/archives/2015/02/samsung_televis.html 
http://motherboard.vice.com/read/looking-up-symptoms-online-these-companies-are-collecting-your-data  
http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/ 

Just don’t talk in front of 
your TV, look up health 
info, or drink tea 
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http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/
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iKettle hack proves wifi 
vulnerability #IoT 
#securityfail
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This login flow leaks 
user data without 
being hacked

Graphic by Troy Hunt
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https://www.google.com/landing/2step/

Adding an additional 
device can improve 
security
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https://www.google.com/landing/2step/


https://www.turnon2fa.com/

Two-factor 
authentication (2FA) 
improves security
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https://www.turnon2fa.com/


Content strategy, 
brand, and tone are 
opportunities to 
communicate privacy



What do the locks of 
the Chinese mobile 
landscape mean?

Graphic by Dan Grover
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Messaging read 
receipts convey 
meaning with a limited 
visual vocabulary
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Browsers also use 
icons to communicate 
security risk
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Slackbot reads all, but 
doesn’t comment in 
1:1 direct messages
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25
http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/
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Imagine the 
consequences of 
missed data

http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/


Consider the user 
journey, from account 
creation to deletion

Graphic by Troy Hunt

26



Design the details that 
build trust
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LET’S MAKE
UXBETTER

FOR PRIVACY



slack@simplysecure.org

GET
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!

@simplysecureorg @ameellio
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